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SSA’s ROLE AND RESPONSIBILITY

The State Security Agency (SSA) must coordinate between the
SSA, the South African Police Service (SAPS) and the South
African National Defence Force (SANDF) regarding the
Implementation of security measures at organs of state

The Agency is responsible to assist and provide guidance to
organs of state (within its legislative mandate) but excluding the
South African Police Service and the South African National
Defence Force to establish effective information security within
their own environments and to monitor their adherence to
national legislation and the Minimum Information Security
Standards (MISS)
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SSA COUNTER INTELLIGENCE LEGAL
MANDATE

According to the National Strategic Intelligence Act, no 39 of
1994 (as amended by Act 67 of 2002), SSA has:

The national counter intelligence responsibility
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SSA COUNTER INTELLIGENCE LEGAL
MANDATE (Cont.)

Counter Intelligence is defined in sec. 1 of the Act as follows:
Measures and activities conducted, instituted or taken to:

impede and to neutralise the effectiveness of foreign or hostile
Intelligence operations;

to protect classified intelligence and classified information;
to conduct security screening investigations;

to counter subversion, treason, sabotage and terrorism aimed
at or against personnel, strategic installations or resources of
the Republic.
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COUNTER INTELLIGENCE FUNCTIONS OF
SSA

Counter Intelligence Advising and Auditing
Security Screening

Counter Espionage

Counter Espionage and Counter Intelligence Investigations
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COUNTER INTELLIGENCE ADVISING AND
AUDITING

RESPONSIBILITIES:

 Regulatory framework and setting of minimum standards
(Development of Security Policies);

« Ensure implementation of uniform security programs;

 Advise clients on CIl related matters (Security Screening,
Investigations etc.);

« Provide Cl-related training;
« Improve security awareness as requested by clients;

« Audit compliance with minimum standards (Information Security
Audits, Inspections and Threat Risk Assessments),

« Arrange TSCM (debugging) services;
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REGULATORY FRAMEWORK - COUNTER MEASURES

Legislation

Public Service Regulations, 2001 (Chap. 1, Part VII, Section B(1)(f):

an employee must be subjected to a security clearance only where the duties attached
to the post are such as to make security clearance necessary;

Public Service Regulations, 2001 (Chap. 5, Part I, Section B(2) (as amended January 2003):

Any person working with Public Service information resources shall comply with the
MISS (includes vetting);

National Key Points Act;

New developments:
*  New Protection of Information Act
« New Data Protection Act
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MINIMUM INFORMATION SECURITY
STANDARDS (MISS)

National information security policy, approved by Cabinet on 4
December 1996;

A qguideline to Head of Department (HOD) or CEO to dratft
departmental/internal Security Policies and Directives
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SECURITY
RESPONSIBILITIES OF INSTITUTIONS
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HOD / CEO

Accountable for security at the institution;

Oversee development, implementation and maintenance of
Internal security policy and plan;

Ensure compliance with legislation and minimum standards;
Appoint a security manager at the appropriate level,
Identify information in the institution that require protection;

Ensure that employees and contractors are contractually bound
to protect sensitive information;

Ensure that employees are trained in order to identify sensitive
Information and secure It;

Ensure that security awareness programs are conducted
continually;

Ensure that security in general are considered during
contracting processes.
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HOD / CEO (Cont.)

Ensure that compliance audits are conducted (internal policy,
procedures and Minimum Standards);

Establish a security committee for the institution comprising:
security manager (chair);
IT manager;
Information officer;

representatives from all business units or structures of the
Institution;
SSA and SAPS advisors.

Ensure that a security TRA is conducted,;

Ensure the implementation of security measures flowing from
recommendations made in the TRA report;

Ensure the reporting of security breaches.
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SECURITY MANAGER

« Manage security function;

« Manage security component;

« Chair security committee;

« Draft security policy and plan;

« Conduct TRA;

« Draft implementation briefs/specifications;

« Budget for implementation of proposed security measures;
« Conduct internal security audits;

« Implement security awareness program,;

» |Investigate security breaches (internal);

« Liaise regularly with members of the National Intelligence
Structures;

« Report regularly to HOD on status of security.
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SECURITY COMMITTEE

|dentify information that require protection;

ldentify which components in the institution handles such
iInformation;

Identify who may require access to such information
(internal/external);

Identgy the physical area where the information is handled or
stored,;

|dentify history of security breaches with regard to information;

Consult with SSA to identify national trends pertaining to the
compromise of information;

Assist the Security Manager with conducting of TRAS;

Assist Security Manager with the drafting and review of security
policies, plans and procedures;

Assist In awareness programs;
Implement counter measures.
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Thank you
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